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Key Elements of
Defense Strategic Guidance

 The military will be smaller and leaner,
but it will be agile, flexible, ready and
technologically advanced.

» Rebalance our global posture and
presence to emphasize Asia-Pacific
regions.

* Build innovative partnerships and
strengthen key alliances and
partnerships elsewhere in the world.

* Ensure that we can quickly confront and
GLOBAL LEADERSHIP: DEFENSE BUDGET defeat aggreSSIOH from any adversary —

PRIORITIES FOR 21°' PRIORITIES AND CHOICES

CENTURY DEFENSE anyti me, anywhere.

SUSTAINING U.S.

* Protect and prioritize key investments in
technology and new capabilities, as well
as our capacity to grow, adapt and
mobilize as needed.

JANUARY 2012 JANUARY 2012
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Complexities of Our National
Security Environment

. Global_ environment is ever [ s e
changing and uncertain '

* Future is hard to predict
Chi Science Map

« Spread of free markets and
open societies has accelerated
globalization

« Our next conflict could be an
unconventional conflict against
a highly asymmetrical threat

Ability to Operate in the Commons will be Critical
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“(Ladies and) Gentlemen, we
are out of money.
Now we must think!”

/ 4
M IEERT SN

Winston Churchill to

Parliament during World War Il
(Stolen from Ernest Rutherford)
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The Reality....

“Our current security challenges are more formidable
and complex than those we faced in downturns
following Korea, Vietnam, and the Cold War. There is

no foreseeable “peace dividend” on our horizon.”
GEN DEMPSEY, CICS
Testimony to SASC, 12 Feb 2013
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Defense R&E Strategy

“Protect and prioritize key investments in technology and new

Technology Needs

capabilities, as well as our capacity to grow, adapt and

mobilize as needed.” S
-SECDEF, January 2012 Strategic Guidance
1. Mitigate new and emerging capabilities =~ O
- Electronic Warfare - Counter Space o i . i =
- Cyber - Counter-WMD | e D
2. Affordably enable new or extended ‘

capabilities in existing military systems
- Systems Engineering - Engineered Resilient Systems
- Data Reuse - Developmental Test & Evaluation

5 01-210 - M

3. Develop technology surprise through * Middle East Instability

science and engineering * North Korean Nuclear Ambitions
- Autonomy - Data-to-Decisions * Anti-Access/Area Denial
- Basic Research - Human Systems * Cyber Attacks

» Electronic Warfare
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http://freebeacon.com/pyongyang-provocation/

Prototypes

The Department can cost-effectively drive innovation
In aviation, space, maritime and ground combat systems through

prototyping
Proof of Concept:

“X”- Plane Prototyping

Prototype Development Programs have expanded the state of the
possible in military aviation without each necessarily driving a follow-on
procurement activity
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Lab Demo to Forcing Function:
Technology Investment Stocks Cupboard

1900 1910 1920 1930 1940 1950 1960 1970 2013

- Transistor
Radio Liquid-Fueled 1048 Counter WMD
1901 Rockets
1922 ) Autonomy
Nuclear Propulsion
Airplane Radar | 1950 Electronic Warfare/
1903 1925 . [ ] Laser Electronic Protection
Gas Turhine . .
Inertial Navigation 1961
Vacuum —
Tube Digital Computer Precision Counter Space

1943 e
1906 Artificial Earth || Weapons —
Satelltes 1965 Synthetic Biology
Mechanized Ballistic Missile 1057 R

1944

Tank
1916

Integrated Quantum Systems
BT Circuit

Weapon Data-to-Decisions
1045 1960

Human Systems
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A New Reality:
Global Dimensions Affect DoD S&T

Black Swan
Syndrome

W facebook.

Technology Iﬂf' Expanding Global
Commercialization [EVarereaen Knowledge Base

~—amYyspace.com. YouQl
= @fllckr |
cszs

Rise of the
Commons

Economic and S&T
Mega-Trends
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High-tech leapfrog

Mumber of years after invention for selected
technologies to reach 80°% country coverage

1750-1900 0o 25 RO 75 100 125
1 1

Railways

Steel

{apen-fhearth fumacel

Telephones

1900-50 0 25 L0 75 100 125

Steal .

{electric-hearth furmoce)

Radio

Aviation

1950-75 0 25 RO 75 100 125

Personal computers

Internet use

CAT scan

1975-2000 0 25 50 75 100 125

Maobile phones h| | | | |

Source: World Bank

The Economist, Feb. 9, 2008

It took 23 years to go from
modeling germanium
semiconductor properties
to a commercial product

'ERCENT OF

“awsess T@ChNology Adoption Timelin

s [CLOTHES WASHER',
et \.
EI:F"l- -E-_h = 1 .,,f / *

'CLOTHES DRYER
- [REFRIGERATOR ! g

/' \ sTOVE]

L
Dol i
. /

."!»_\_9_1_9;/ f
. EADIO,

~

el - £ W

' I =45 Year'Cycle I

The carbon nanotube was
discovered in 1991;
recognized as an excellent
source of field-emitting
electrons in 1995, and
commercialized in 2000

I ~20 Year Cycle I "

The Pace of Technology
Development and Market

Availability is Exceeding
the Pace of Acquisition
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Apple and AT&T
released the iPhone on
29 June in an exclusive
agreement. Hotz spent
~500 hours working on
his “summer project”
and the hack wa
available in July.

Days to Break
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Conventional Warfare
Response loop measured in years

USAF Capability
High Altitude Aircraft

Electronic Countermeasures

Counter-Insurgency Warfare
Response loop measured in weeks

Adversary Capability
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US Capability

Jammers

Mine ResistantAmbush g™ .

Protected (MRAP)

Endgame Countermeasureg? =

Advanced
Technology

Adversary Capability

High Altitude
% | SAM

Today’s
adversaries are
light and agile, and
rapidly react and
innovate in
response to US
actions.

This is the New Asymmetry—Victory Goes to the Agile and Innovative
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Mass Collaboration

Crisis in Egypt, Tunisia & Yemen @ Network Challenge Team Performance
6 week i l | ee—— g
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, Slashdot
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Twitter users identified their F Rl i e e TP e B (ot | | S R TR o  EEREEE gl R e
location as Egypt, Yemen or
Tunisia

W Egypt M Tunisia M Yemen

Average per user.
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Tweets from Jan 24 - Jan 30
BAARRARBAE 2day
30.2 MILLION NUMBER OF SOCIAL MEDIA USERS IN THE MIDDLE EAST
AEE

15 MILLION oF THEM ON FACEBOOK
1day

s o ol o8 o o 8 b o o

5.5 MILLION TOTAL TWITTER USERS IN THE REGION

st sl sfhsf 5t s s sl sl

40% oF THEM FROM THE UAE

EAvailabIe
‘on Twitter

'Vé 2 4
240% INCREASE IN SAUDI ARABIA'S NUMBER ;‘?T\ﬁ"‘rm USERS IN 2010 Defense Advanced Research Projects Agency (DARPA)
2009 Network Challenge

Ad-hoc Groups Can Quickly Solve (or Create) Massively-Complex Problems
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Rise of the Commons

“  THE WORLD WITH COMMANDERS' AREAS OF RESPONSIBILITY fuzusves  somes
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The Growth
of Cloud
Computing | Present

Day

cloud computing n.
Leveraging 3rd party computing
capability over the network to cut
costs, increase scale, improve
agility, and access best practices

Ubiquitous Data

Military Operations Increasingly Depend on Being Able to Operate

in Places “No One Owns” — The Enablers
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Anti-Access/ Area Denial
Current A2/AD Priorities

» Cyber Operations

» Space / Counter Space

» Undersea Operations

= Counter Missile / Missile Defense

= Counter Integrated Air Defense Systems
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U.S. EW Superiority is Being Broadly Challenged

Digital signal processing expanding
Threat systems more lethal, longer range, 1
mobile R TE 52
Sensors are networked and active — w7
passive combinations are appearing
Radar and radio systems are trending to

8e
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software-driven waveform generators

Weapon seekers are more sophisticated
with spectral diversity and ECCM
processing

Advanced jamming techniques and

technologies are now available to E I;Ms EEarancES )
adversaries

il Ll
For

OPPORTUNITIES
FOR NEW
APPROACHES

Protect | Deny

Our Access

Adversary's
Access

Situational
Awareness

Globally Accelerating Technology
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Counter-Electronics HPM Advanced
Missile Project (CHAMP) Joint Capability
Technology Demonstration (JCTD)

Extensive, joint RF test data base

Narrowband HPM Advanced Counter
Electronics Source (ACES) developed by AFRL
HPM S&T

Compact pulsed power system matured by
AFRL, SNL, and industry

Physics-based, supercomputing-enabled
numerical simulation of HPM source & effects

e Sponsor: PACOM,;
« Team: AFRL (lead), Boeing, Sandia, Ktech
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Space and Cyberspace

From 2012 Chairman’s Joint Operational Access Concept *

« Space and cyberspace are increasingly important and contested domains with critical
importance for the projection of military force.

* Future enemies will seek to contest space control and cyberspace superiority as
means to denying operational access to U.S. joint forces.

« Gaining and maintaining space and cyberspace superiority will be a constant
challenge

SATCOM Missile Warning

The current and future strategic environment is driven by three trends — space is
becoming increasingly congested, contested, and competitive.
- 2011 National Security Space Strategy
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System of Systems & Prototyping: Air
Dominance Initiative (ADI)

What is our technology development plan for capability in 2020 — 2050 ?

Purpose
OSD directed DARPA /JUSAF/USN .
technology game-plan to ensure Air .
Dominance through 2050 .
Baseline our currently funded acquisition .
projects to ensure maximum integrated .
development; security umbrella put in place
Identify high-payoff technology concepts .

Prototype those high risk technologies and .
determine which ones merit an acquisition .
program

Joint Fighter/Attack Aircraft FY1970-FY15
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Key Technologies Metrics

No single silver bullet program
Systems approach to Air Dominance
Next generation platforms
Advanced networking capabilities
Ensured, reliable navigation

Passive and active system defense
Electronic attack technologies

Area denial capabilities

Situational awareness technologies
Cyber effects considerations

» Study completed in 18 months

* Maximum use of existing systems

+ Cost of proposed concepts must be within
available budgets

+ Close integration coordination with focus on
combined effects

* Prototype demonstrations completed within 5
years

Schedule ) + Surveillance capabilities :
: ] ok : Study Completion,
Government-only Techhology Brief Industry Contracts : Updateto Prototyping Programs
Study Kickoff Baseljne Defined osD Awarded TIM : TIM osp i TIM Defined
@ L L @ ® e o @ o
Threat Picture : 2020'2,0_50 . RFPs, : :
Defined : Opportunities : Concept Studies

Identified
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DARPA/Navy Long Range Anti Ship Missile (LRASM)

DARPA/AF Triple Target
Terminator (T3)

Photos courtesy NASA, Richard Hallion

Distribution Statement A: Approved for public release; distribution is unlimited 19



Hypersonic Research ...
Turning the Corner

e Successes
— X-15
— Space Shuttle
— X-43A
— X-51A
— Advanced Hypersonic
Weapon (Nov 2011)

* Did not meet goals
— Aerospace plane
— NASP
— X-33

Photos courtesy NASA, Richard Hallion
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Summary

« Asia-Pacific rebalance is the
foundation of our R&E strategy

 DoD is working on advanced
programs to enhance the ability to
control the enablers

* A key Is gaining control of the
enablers.
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